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Establishing OPC Communication on

Windows XP SP2 and Windows 2003 SP1
July 4, 2006

Users will often experience difficulties with OPC Communication on
Windows XP SP2 and Windows 2003 SP1 due to advanced security
settings. This document describes how to disable these security
settings to allow OPC Communication.

DCOM Security Settings

OPC uses ActiveX COM and DCOM to communicate, SO we must open
our DCOM permissions to allow this.

1. Go to ‘Start->Run’

/8 Internet _J My Documents
Internet Explorer

b My Recent Documents *

1
rosoft Cffice Outiook ﬁ
My Pictures
Diablo 11 - Lord of N X
Destruction [y My Music
g’ My Computer
. Ulraliue viewer
Ba Control Farel
@ Age of Mythology

Set Program Access and
DefaLlts

% Secureclient @ connect o r

% SecureClient Disgnostics e
i Microsoft Ofice Word 2003 | @) e and Supncrt

Search

% Remote Desktop Connection
All Programs D Opens a pragram, folder, document, or Web site.

74 start (@]

- Twpe the name of a program, folder, document, or
E Internet resource, and Windows will open it For vou,

Cipen; | dcomcnfg w |

| (o] |[ Cancel l[ Browse. .. ]




3. Go to ‘Console Root->Component Services->Computers->My
Computer’. Right-click on ‘My Computer’ and select ‘Properties’.

omponent Services |z‘ |E| E‘

@ File  Action  Wiew  Window  Help _Jl

o OmeE @t g
. Consale Roat .ComponentSerwcas 1 objectis)

= @ Component Services ‘ :

+ % Event Viewer (Local) Stop M5 DTC

+ Services (Local)

Refresh all components

e Window From Here

Propetties

Help

Opens property sheet For the current selection,

4. Go to the ‘Default Properties’ tab and ensure that your Window
matches the one shown below:

My Computer Properties

Default Protocols MSDTC COM Security
General Options Default Properties

[¥ Enable Distnbuted COM on this compute

[ Enable COM Internet Services on this computer
Default Distributed COM Communication Properties
The Authentication Level specifies zecurnity at the packet level.

Default Authentication Level:

Connect ﬂ

The impersonation level specifies whether applications can determing
wha iz calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Level:

| dentify =]

Security for reference tracking can be provided if authentication iz uzed
and that the default impersonation level is nat anonymous,

[ Provide additional security for reference hacking

ak. l [ Caticel




5. Go to the ‘COM Security’ tab. Under ‘Access Permissions’, click on
the ‘Edit Limits’ button.

My Computer, Properties

General Options Default Properties
Default Protocols MSDTC COM S ecurity

Access Pemissions

“r'ou may edit who iz allowed default access to applications. v'ou may
alzo zet limits on applications that determine their own permissions.

Edit Default...

Launch and Activation Permissions

‘f'ou may edit who iz allowed by default to launch applications or
activate objects. You may also zet limitz on applications that
determing their own permizsions.

Edit Limits... Edit Default...

[ ak. ][ Cancel ]

6. Ensure that you have allowed permissions to ‘Anonymous Logon’,
‘Everyone’, ‘Interactive’, ‘Network’, and ‘System’ as shown below.
Then click OK.

Access Permission

Security Limits ]

Group or uger names:

ﬂEANDNYMDUS LOGON

gﬁ Evemnone

€7 INTERACTIVE

€7 NETWORK
€7 SvSTEM
Add. | Bemove |
Permizzions for SYSTEM Allow Deny
Local dccess F
Femote Access |

Cancel




7. Under ‘Access Permissions’, select the ‘Edit Default’ button.

My Computer Properties

General Options Default Properties
Default Protocals MSDTC COM Security

Access Permissions

You may edit wha is allowed default access to applications. Y'ou may
alzo get limitz on applications that determing their own permissions.

Edit Lirits. ..

Launch and Activation Peimissions

“r'ou may edit who iz allowed by default to launch applications or
activate objects. You may alzo zet limitz on applications that
determine their own permissions.

Edit Ljmits... Edit Default...

[ ak. ][ Cancel ][ Apply ]

8. Ensure that you have allowed permissions to ‘Anonymous Logon’,
‘Everyone’, ‘Interactive’, ‘Network’, and ‘System’ as shown below.
Then click OK.

Access Permission

Default Security ]

Group or user names;

ﬁANDNYMDUS LOGON

!ﬁ Eweryone

€7 INTERACTIVE

€7 NETWORK
€7 S TEM
Add... | Bemaove |
Permizzsions for AMOMYMOUS
LOGOM Allaw Deny
Local dccesz ¥l
Remaote Access |

Cancel




9. Under ‘Launch and Activation Permissions’, select ‘Edit Limits’.

My Computer. Properties

General Options Default Properties
Default Pratocols MSOTC COM Security

Access Permissions

“t'ou may edit who is allowed default access to applications. You may
algn get limits on applications that determing their own permizsions.

Edit Limits... Edit Default...

Launch and Activation Permissions

“r'ou may edit who iz allowed by default to launch applications or
activate objects. 'ou may alzo set limits on applications that
determine their own permissions.

Edit Default...

[ ak H Cancel H Apply ]

10. Ensure that you have allowed permissions to ‘Anonymous Logon’,
‘Everyone’, ‘Interactive’, ‘Network’, and ‘System’ as shown below.
Then click OK.

LLaunch Permission

Security Limits ]

Group or uger names:

ﬂEANDNYMDUS LOGON

ﬁ Ewverpone

€7 INTERACTIVE

€7 NETWORK.
€5 SvSTEM
Add.. | Bemove |
Permizsions for AMOMNYRMOUS
LOGOMN Allows Deny

Local Launch
Remate Launch
Local Activation

EEEE
OoOood

Flemote Activation

Cancel




11. Under ‘Launch and Activation Permissions’ select ‘Edit Default’.

My Computer Properties

General Options Default Properties
Default Protocols MSDTC COM Security

Access Permissions

“V'ou may edit who iz allowed default access to applications. r'ou map
alza zet limits an applications that determing their awn permissions.

Edit Limits. .. Edit Default...

Launch and Activation Pemizsions

“r'ou may edit who i allowed by default to launch applications or
activate objects. You may alzo set imitz on applications that
determine their own permissions.

Edit Limits...

[ k. ” Cancel ][ Apply ]

12. Ensure that you have allowed permissions to ‘Anonymous Logon’,
‘Everyone’, ‘Interactive’, ‘Network’, and ‘System’ as shown below.
Then click OK.

Launch Permission

Default Security ]

Group or user names:

€ ANONYMOUS LOGON
mEver_l,lnne

€7 INTERACTIVE

€7 NETWORK

€7 SvSTEM

Add... | Remaove |

Permizsions for AMONYMOUS
LOGOM Al Deny

Local Launch
Remate Launch
Local Auctivation
Remate Activation

FIEEE
i i

Cancel




13. We have successfully configured the default DCOM settings. Click
OK to return to the Component Services window.

My Computer Properties

General Optiohs

Default Fratocols

MSDTC

Default Properties

COM Security

access Permizzions

Edit Lirnits...

Yo may edit who is allowed default access to applications. You may
alzo et limits on applications that determine their own permizsions.

Edit Default...

Launch and Activation Permizsiots

determing their own permissions.

Edit Limits...

'ou may edit who is allowed by default to launch applications or
activate objects. You may alzo zet limits on applications that

Edit Default...

[ oK

|l Cancel ]l

Apply ]

14. Under ‘My Computer’, open the folder labelled ‘DCOM Config’
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Adobe Acrobat 7,
Aukomatic Update
Background Intelli
BarControl
Blacked Drivers
BrowserCallector
B CdlsHand
CodeBabyObject
& COM+ Event Syst
@ ComEvents.Coms
ComEvents.ComS

o o = O = O O s O O e o S = B R

£ ! >

% Command line Tric %

| | DCOM Config

%

%pIp6FwHip. .. AccStore Class

3

Background
Intelligen...

&

Aukamatic
Updates

2
&
®

CdlsHand ~ CodeBaby...

Object

@
@
@
&
&

Command line
Trigger Ca...

@
@
&
@
@

Nickerner GILT  Niskerner

AcroPDF

&
&

BarConkrol

COM+ Event
Sysbem

CryptoSupport CustReg Class

Nickerner

ADM
Dacurment

Blo_cked

)
=
<
@
=
w

ComEvents.
Com3ervice..,

dfuicam

NPCnrmirct

BrowserCall..,

ComEvents.
ComSvskem...

Diskeeper FAT
engine

dne nrr




15. Browse to your OPC Server, right-click on it, and select ‘Properties’.

Component Services |Z||E|f5__<|
@ File  Action Wiew ‘Window Help _—JEIJ
e » @@ IR EE =

InstallShield InstallDriver # | | Matrikon OPC Server For Simulation and Testing (]
InstallShield InstallDriver i
InstallShield InstallDriver String Table

 Installshield InstallDriver String Table

% Installshield Update Service Setup Player

% Internet Exploreriver 1.0

& IPM.INkNates

S IPM.Voicellotes

ISDownloadianager L
# Just-In-Time Debugging Handler and CLR Remote t

% Kevhole

logagent

Logical Disk Manager Administrative Service

% Logical Disk Manager Remote Clisnt

Machine Debug Manager

1 Sirnulation and Testing
McAfee,com SecurityCenter Update Info Wigw »
Media Player Mews Window From Here
MediaCatalogDE OLE DE Provider
S Microsoft Agent Server 2.0

S Microsoft Clip Organizer

% Microsoft CLR Debugger

e e e e e e e e

&

Opens property sheet For the current selection,

16. Under the ‘General’ tab, set the Authentication Level to ‘Connect’.

Matrikon OPC Server for Simulation and Testing Prop... |E [Z|

General |Lacatian Security || Endpoints | [dentity

General properties of this DCOM application

Application Marme: tatrik.on OPC Server for Sirulation and T esting
Applicatian 1D {FARS2CF3-85FE-1100-B 850-00C0F 01 04305}

Application Type: Local Service

uthenticton Leve: [ -

Service Marne: tatrikan OPC Server for Simulation and T esting

[ 0K l l Cancel




17. Go to the ‘Security’ tab. Under ‘Launch and Activation Permissions’,
select the ‘Customize’ button. Then click Edit.

Matrikon OPC Server for Simulation and Testing Prop... |E|fg|

General Location| Security |Endpoints |dentity

Launch and Activation Permissions

™~ Use Default

{* Custornize

Access Permizsions

™ Use Default

{* Customize Edi...

Configuration Permizzsions

" Use Default

" Customize Edit...

[ Ok ][ Cancel ]

18. Ensure that you have allowed permissions to ‘Everyone’, ‘Interactive’,
‘Network’, and ‘System’ as shown below. Then click OK.

Launch Permission

Securnty l

Group or user names:

m Everpone
€7 INTERACTIVE
€ NETWORK
€5 SvSTEM
Add.. | Bemove ‘
Permizzions for STSTEM Alloy Drery

Local Launch
Femote Launch
Local Activation
Remate Activation

EEEE
OoOoon

Cancel




19. Under ‘Access Permissions’ choose the ‘Customize’ button. Then
click Edit.

Matrikon OPC Server for Simulation and Testing Prop... |E|E|

General | Location | Security |Endp0ints Identity

Launch and Activation Permizzions

™ Use Default

* Customize Edit...

Access Permissions

" Use Default

* Customize

Configuration Permiszions

" Use Default

* Customize Edi ..

’ agK ][ Canhcel ][ Apply ]

20. Ensure that you have allowed permissions to ‘Everyone’, ‘Interactive’,
‘Network’, and ‘System’ as shown below. Then click OK.

Access Permission

Security ]

Group or uger names:

ﬁi Evervone
€7 INTERACTIVE
€7 NETWORK,
€7 SYSTEM
Add. | Remove ‘
Permizsions for SYSTEM Al Deny
Local Access Fl
Remate Access ]

Cancel




21. Go to the ‘Identity’ tab. Ensure that your server is either running as
‘The interactive user’ OR, if it is running as a service, ‘The system
account’. Click OK to return to the Component Services window.

Matrikon OPC Server, for Simulation and Testing Prop... |E|E|

General | Location | Securty Endpnints| |'2|Eﬂtil.'ﬂ|

W'hich user account do you want to uze o wn thiz application’?

* The interactive user.
" The Jaunching user.

" This user.

ok [ canced || dpeb |

22. In the ‘DCOM Config’ folder browse to ‘OpcEnum’. Right click on it
and select ‘Properties’.

Component Services
@ File  Action View ‘Window Help _la J
& &6 2 [*) =]

@ Microsoft, Aspnet,Snapin, AspetManagementUtiits | OpcEnum 0 ohject(s)

& MM Application Class 0

&y Mobsync

’ MotiveBrowser

’, MokiveDirectory

& MSDAINITIALIZE

&y MM

& MSSHED

’, nekran

’ MNetMeeting

’, Metwork Provisioning Service

& olnfoP1l

&y OPC Redundancy Broker —
Enurn

otkloadr View 3

& outlook M Mew Window from Here

&y Outlook ¢

& Paintbrus|

’, ROSessMy

@& RDSHost

&y RealNetworks Scheduler

% Remote Storage Recall Motification Client b

£ |

Help

] ] 0 e

|

Opens property sheet For the current selection.




23. Under the ‘General’ tab ensure that the Authentication Level is set to
‘Connect’.

OpcEnum Properties

General |Location Security | Endpoints | [dentity

General properties of this DCOM application
Application Mame: OpcEnum
application |D: 11348601 44-4821-110 2:A4494-3CE 306C1 0000}
Application Type: Local Service

Authentication Level:

Service Mame: OpcEnum

[ 0K H Cancel ][ Apply ]

24. Go to the ‘Security’ tab. Under ‘Launch and Activation Permissions’,
select the ‘Customize’ button. Then click Edit.

OpcEnum Properties

General | Location | Secunity | Endpaints || [dentity

Launch and Activation Permissions

" Use Default

{* Customize

Access Permissions

" Use Default

(% Customize Edi...

Configuration Permizsions

™ Use Default

(* Custornize Edi...

QK ” Cancel ” Apply l




25. Ensure that you have allowed permissions to ‘Everyone’, ‘Interactive’,
‘Network’, and ‘System’ as shown below. Then click OK.

Launch Permission

Security l

Group or uger names:

ﬁ Ewveryone

€7 INTERACTIVE
€ NETWORK
€7 SvSTEM

Add.. | Bermave |

Permissions for Everyone Dy

Local Launch
Remote Launch

Local Activation

HEEE|(E
oooo

Remote Activation

Cancel |

26. Under ‘Access Permissions’ select the ‘Customize’ button. Then click
Edit.

OpcEnum Properties

General | Location | Secuty | Endpoints | Identity

Launch and Activation Permissions

7 Use Default

* Cugtomize Edi...

Access Permizsions

" Use Default

&+ Customize

Canfiguration Permiszsions

" Use Default

* Customize Edi...

ok ” Cancel ” Apply ]




27. Ensure that you have allowed permissions to ‘Everyone’, ‘Interactive’,
‘Network’, and ‘System’ as shown below. Then click OK.

Access Permission |E| El

Security ]

Group o User names:

ﬂ Everyone
€7 INTERACTIVE
7 NETWORK
€7 SYSTEM
Add... | Bemove |
Permigzions for SYSTEM Al Deny
Local Access O
Femate Access O

Cancel |

28. Go to the ‘Identity’ tab. The user should be set to ‘The system
account’, as OpcEnum runs as a service. Click OK. The DCOM
settings on this machine are now correct.

OpcEnum Properties

General | Location | Security | Endpoints | Identity |

‘Which user account do you want bo uze ta run thiz application’?

o~
-

" This user.

|
|
|

* The system acoount [services only).

| Ok, |l Cancel ” Apply




The Windows Firewall

If the Windows Firewall is up and running, it will interfere with
communication between applications on the system. There are ways to
specify which applications are allowed through the Firewall — if you wish
to do so, documents are available from the OPC Foundation which
describe the procedure (www.opcfoundation.org). Otherwise disable the
firewall by walking through the following steps:

1. Go to ‘Start->Control Panel’ as shown:

) Mybocuments

B My Recent Documents

) My Pictures

;’, My Music

ey compater

(@] o vone
ﬂ gz of Mythelogy
ecureclent

@
@ comect To

12 Prinkers and Faxes

@) el and Sugpart
Do

R
AllPrograms [




2. Double click on the ‘Windows Firewall’ icon.

B Control Panel

File Edit Wew Favorites Tools Help L

y

& B > lﬂt /‘._\J Search ll Folders  |ch | & x n v

Address |[} Control Panel

v Be

— = = = == o — =

Folder Options Fonts Game Internet Keyboard Tail Mouse W
Controllers Options

@ 0 @ L @ % &
Metwork  Mebwork Setup NYIDIA nview

Phone and  Paortable Media Power Options  Printers and
Connections Wizard

Desktop M., Modem ... Devices

Faxes

@ 8 2 ¥ 9 g
@ e 2 Y )
QuickTime  Regional and  Scanners and  Scheduled

Security Sounds and Speech
Language ... Cameras Tasks Center Audio Devices

. o
Syskem Taskbar and  User Accounts d Wireless
Start Menu

Metwork Set...

=3

3. Set the Windows Firewall to ‘Off” as shown, and click OK. The
Firewall will no longer block OPC Communication.

Windows Firewall

General | Exceptions | Advanced |

Windows Firewall helps pratect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a network.

@ () On [recommended)

Thig getting blocks all outside sources from connecting to this
computer, with the exception of those zelected on the Exceptions tab,

Don't allow exceptions

Select thiz when you connect to public networks in less secure

locations. such as airportz. 'ou will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ (%) Off (not recommended])

Avoid uzing this zetting. Tuming off Windows Firewall may make this
computer more vulherable to viruges and intruders,

‘what elze should | khow shout Windows Firewal?

[ ok | l Cancel




Data Execution Prevention

Data Execution Prevention (DEP) is a set of hardware and software
technologies that perform additional checks on memory to help prevent
malicious code from running on a system. In Microsoft Windows XP
Service Pack 2 (SP2) and Microsoft Windows XP Tablet PC Edition 2005,
DEP is enforced by hardware and by software.

DEP will also prevent many installations from running, and has been
known to cause other software issues. Please disable it as per the
following steps:

1. From your Start menu, right-click on ‘My Computer’ and select
‘Properties’

thehouse

Internet _) My Documents
Intermet Explorer

3 _ B My Recent Documents »
%I E-mail
Wicrasoft Office Cutlaok, ﬁ
'} My Pictures

Diablo I - Lord of .
Destruction j My Music
\ TE ty computer
F UltrabNC Yiewer Open
[ consclpanel D

Search...

Age of Mythalo
ﬁ 02 B IhEIOR, Set Program Access | Manage
Defauls

% Secureclient % — Map Netwark Drive. .

Disconnect Netwrk Drive. .
% Secureclient Disgnostics g Printers and Faxes
Miroscft Office Word 2003 | @) Helo and Support

p search
@ Remete Deskiop Connection

7 Run...

Show on Desktap

Al Programs [

¥4 start [ AHDRE:



2. Go to the ‘Advanced’ tab. Under ‘Performance’, hit the Settings
button.

System Properties

System Restare Automatic Updates Remate .:
Gereral | Computer Name Hardware | Advanced

*Y'ou musgt be logged on as an Administrator to make most of these changes.

Ferfarmance
Wisual effects, processor scheduling, memary usage, and virtual memany

Uszer Profiles

Desktop settings related to your logon

Startup and Recovery

Sustem startup, system failure, and debugging information

[ Environment % ariables H Error Reporting ]

[ (] 8 ][ Cancel ]

3. Select the ‘Turn on DEP for essential....” button, as shown. Click OK.
At this point it may be necessary to restart the machine.

Performance Options

-\fisual Effects | advanced | Data Execution Presvention

against damage from viruses and other security

_m : Draka Execution Prevention (DEP)Y helps protect
threats, How does it work?

(%) Turn an DEP for essential Windows pragrams and services
only

() Turn an DEP For all pragrams and services except thase 1
select:

Your computer's processor does not support hardware-based
DEP. However, Windows can use DEP software ko help prevent
some bypes of attacks,

Ok | [ Cancel




Local Security Policy

If you are using workgroups instead of domains the following steps may
need to be taken in order to establish communication. Please note that
these changes may compromise the security of your system — speak with
your network administrator if you have any concerns.

1. Go to ‘Start->Settings->Control Panel->Administrative Tools->Local
Security Policy’.

2 &
@f Set Program Access and Defaults

\‘=‘> ‘Windows Catalog

Windows Update

9} Mew Office Document

; 5 Open Office Document

Es

Microsoft Update

Programs
Documents
Settings

Search

Help and Support

Run...

Log OFf brad.mundk. ..

BE (e vRba %

Windows XP Professional

Shut Dowr. .

@ MatrikonOPC

FE add Hardware “YOUR OPC CERTIFICATION
i) Add or Remove Programs TRAINI NG PROV'DER"

4 Administrative Tools 3 @ Compaonent Services
% Automatic Updates

Q Computer Management:

- Date and Time Data Sources (ODBC)

jn Display Event Yiewer

I Folder Cptians % Internet Information Services
I=h Faonts > @ Local Security Policy

B Game Controllers B Microsoft NET Framewnrk onfiauration - .
:f) Internet Options % Microsoft JNET Fr
#m Keyboard @ Performance
B mai 4 Services
’\_) Mouse

&, Netwark Connections 3
E, Phone and Modem Options

@ Portable Media Devices 3
4%y Power Options

"“2y Printers and Faxes 3
9
% Scanners and Cameras 13

Scheduled Tasks

y [ Control Panel Yo

Reegional and Language Options

Security Cenker
Sounds and Audio Devices

& Metwork Cannections * |4 speech

C__.‘J Printers and Faxes ’ Symantec Livelpdate

a Taskbar and Start Menu #d system

ok zip [l Taskbar and Start Menu

& User Accounts

a ‘Windaws Firewall

<& wireless Network Setup Wizard
E Intel(R) GMA Driver

% ‘Windows Media Connect

E'

B 0@ 7 ®]orc support Certific... o] ant g Send To Toys

B 1027 am




2. Go to ‘Security Settings->Local Policies->Security Options’.
3. Right-click on ‘DCOM: Machine Access Restrictions...” and select

‘Properties’.

|@ Local Security Settings

BEX)

File  Action Wiew Help

@ Security Setkings | Security Setking

+ Accourt Policies

=& Local Policies
#-28 Audit Palicy
%8 User Rights Assignmen

[3 Security Opkions

+-(27) Public Key Policies

#-(_] software Restriction Policie

=8, 1P Security Policies on Loca

~
: Administrabor account status  Enabled
1 Guest account status Disabled
: Limit local account use of bu.. Enabled
1 Rename administrator acc...  Administrator
1 Rename guest account Guesk
Audlt: Audit the access of global syst,.. Disabled
f|dwdit: Audit the use of Backup and R, Disabled
wudit: Shut down system immediately... Disabled
WCOM: Machine Access Restrictions ... CiBAGIBAR: A mrRCLC e APEA OO 5 AMY
\COM: Maching Launch Restrictions .., Mot defin( | Froperties
ices: Allow undock without having... Enabled Help
ices: Allowed to format and eject ... Administraw
icest Prevent users from installing.., Disabled
! Restrick CD-ROM access o |, Disabled
: Restrict floppy access to loc,..  Disabled
+ Unsigned driver installation ... Silently succeed
Domaln controller: Allow server opera,.. Mot defined
f|Domain controller: LDAP server signin... Mot defined
f|Domain controller: Refuse maching ac... Mot defined
Dnmain member: Digitally encrypt or ... Enabled
| Domain member: Digitally encrypt sec... Enabled
| Domain member: Digitally sign secure ... Enabled
Dumain member: Disable machine acc... Disabled
Domain member: Maximum machine a... 30 days
Domain member: Require strong (Win,.. Disabled
Intaractiva logon: Do not display last ... Disabled
f|Interactive logon: Do not require CT... Mot defined
Interactwe logon: Message text for u...
f|Interactive logon: Message title for u,., Mot defined
Interactive logon: Mumber of previou... 10 logons
@Intaractive logon: Prompt user ko cha... 5 days
Interactive logon: Require Domain Ca... Disabled
| Interactive logon: Require smart card Mot defined
IntEra:tivE logon: Smart: card remova... Mo Action
Microsoft network client: Digitally sign... Disabled
Microsoft network client: Digitally sign... Enabled

(Opens property sheet Far the current selection.

4. Hit the ‘Edit Security’ button, as shown.

-

DCOM: Machine Access Restrictions in Security Descri...

Template Security Policy Setting

DCOM: Machine Acceszs Restrictions in Security Descriptor
Definition Lanquaage [SODL] suntas

[ the zecurity descriptar iz left blank, after defining the palicy setting in the
template, the palicy setting will not be enforced.

Security dezcriptar;

0:BAG:BAD: (& CCOCLE Dk CCOC;AN) Edit Security...

[ Ok ] [ Cancel




5. Ensure that ‘Everyone’, ‘Interactive’, ‘Network’, and ‘System’ are
added into the allowed Group or User Names, as shown. Click OK to
return to the main security policy window.

L =1

Access Permission

Security Limnitz |

Group or uzer names:

ﬁ Everyone

€7 INTERACTIVE

€7 NETWORK

¢ SYSTEM

[ Add... ] [ Bemove ]
Permizzionz for SYSTEM Al Deny

Local Access ]
Fiemate Access Fi

k. l [ Cancel




6. Right-click on ‘DCOM: Machine Launch Restrictions...” and select

‘Properties’.

|@ Local Security Settings

&

File  Action Wiew Help

@ Security Settings

| Security Setting i~
= (1@ Account Folicies | Accounts: Administrator account status  Enabled
= (@ Locdl Policies Accounts: Guest account status Disabled
(18 Audt Palicy Accounts: Limit local account use of b... Enabled
#-(18 User Rights Assignman A[(ounts: Rename administrator acc...  Adminiskrator
- D Ehl?;a;::t:nﬁ;::ns Accounts: Rename guest account Guest
(2] Seftware Restriction Policie Audit: Audit the access of global syst...  Disabled
5 g 1P Security Policies on Laca Audit: sudit the use of Backup and R...  Disabled
Audit: Shut down system immediately,., Disabled
DCOM: Machine Access Restrictions 1., OiBAGBAD: (A, CCDCLC; ;WD) CCDC; ; AN)
DCOM: Machine Launch Restrictions 1., Mot defined i
Devices: Allow undock without having... Enabled
Devices: Allowed to Format and eject ... Administrators Help
Devices: Prevent users from installing... Disabled
Devices: Restrick CD-ROM access ko l...  Disabled
Devices: Restrick Floppy access bo loc...  Disabled
Devices: Unsigned driver installation ... Silently succeed
Domain contraller: Allow server opera... Mot defined
Domain controller: LDAP server signin... Mot defined
Domain controller: Refuse machine ac... Mot defined
Domain member: Digitally encrypt or ... Enabled
Doma|n member: Digitally encrypt sec... Enabled
Domain rember: Digitally sign secure ... Enabled
Domain member: Disable maching acc...  Disabled
Domain member: Maximum machine a,., 30 days
Domain member: Require strong (Win... Disabled
Interactive logon: Do not display last ... Disabled
Interactive logon: Do not require CT... Mot defined
Intara:tiva logon: Message text for u...
Intara:tiva logon: Message title For u... Mot defined
Intaractiva logon: Mumber of previou... 10 logons
@Intaractiva logon: Prompt user o cha... 5 days
Intaractwa logon: Require Domain Co... Disabled
Intaractwa logon: Require smart card Mot defined
Intaractwa logon: Smatt card remova... Mo Action
Microsoft network client: Digitally sign... Disabled
< Y Microsoft netwark client: Digitally sign... Enabled ™

Opens property sheet Far the current selection.

7. Hit the ‘Edit Security’ button,

as shown.

-

DCOM: Machine Launch Restrictions in Security Descr...

Template Security Policy Setting

Security dezcriptar;

DCOM: Machine Launch Restrictions in Security Descriptor
Definition Lanquaage [SODL] suntas

[ the zecurity descriptar iz left blank, after defining the palicy setting in the
template, the palicy setting will not be enforced.

(] ] [ Cancel




8. Ensure that ‘Everyone’, ‘Interactive’, ‘Network’, and ‘System’ are
added into the allowed Group or User Names, as shown. Click OK to
return to the main security policy window.

L 1

Launch Permission

Security Limnitz |

Group or uzer names:

ﬁEveryDne
€7 INTERACTIVE
€7 NETWORK
¢ SYSTEM
[ Add... l [ Bemove ]
Permizsions for SYSTEM Al Dery

Local Launch
Remate Launch
Local Activation

KIEEE
NI

Remate Activation

] l [ Cancel




9. Browse to ‘Network access: Let Everyone permissions apply to
anonymous users’. Right click on it, and select ‘Properties’.

|@ Local Security Settings u@]

File  Action Wiew Help

@ Security Settings

‘ Security Setting N

= Account Policies Interactive logon: Message kitle For users attempting to log on Mot defined
T m Local Palicies Interactive lagon: Mumber of previous logons to cache {in case domain c... 10 logons

# (10 sud policy @Interactive logon: Prompt user ko change password befare expiration 5 days

%08 User Rights Assigrmen Interactive logon: Require Domain Controller authentication to unlock wo...  Disabled
& Dﬁh"s[&;:;t:nﬁgz:ns : Require smart card Mot defined
#1-(L] Software Restriction Policie T T e s il No fiction
5 g 1P Security Policies on Laca Microsoft netwark client: Digitally sign communications (ahaays) Disabled

Microsoft network client: Digitally sign communications (if server agrees) Enabled
Microsoft network client: Send unencrypted password to third-party SME... Disabled
Mlcrosoft netwaork server: amaount of idle time required before suspendin,.. 15 minutes
Microsoft network server: Digitally sign communications (always) Disabled
Microsoft network server: Digitally sign communications (iF client agrees) Disabled
Microsoft netwark server: Disconnect clients when logon hours expire Enabled
Metwork sccess: Allow anonymous SID/Mame translation Disabled
Network access: Do not allow anonymous enumeration of SAM accounts Enabled
Network access: Do not allow anonymous enumeration of SAM accounts ... Disabled
Metwork access: Do not allow storage of credentials or NET Passports f...  Disabled

Metwork access: Lek Everyone permissions apply ko anonymaous users Enabled
Network access: Named Pipes that can be accessed anonymously COMNAR, COMNODE, 50LiGL | Properties F,browser
Metwork access: Remotely accessible registry paths SystemiCurrentControlSet|C Help , Syskem|Curr, .,
Network access: Shares that can be accessed anonymously COMCFG,DFSE

Network access: Sharing and security model For local accounts Classic - local users authenticate as themselves
Metwork security: Do not store LAN Manager hash value on next passwo,,. Disabled

Network security: Force logofF when logon hours expire Disabled

Network security: LAN Manager authentication level Send LM & NTLM responses

Metwork security: LDAP client signing requirements Megotiate signing

Network security: Minimum session security for MTLM 55P based (includin o minimum

Network security: Minimum session security for MTLM 55P based (includin... Mo minimum

Recovery console: Allow automatic administrative logon Disabled

Recovery console: Allow floppy copy and access to all drives and &l folders  Disabled

Shutdown: Allowe system to be shut down without having ko log on Enabled

hutdown: Clear virkual memary pagefile Disabled

System cryptography: Use FIPS compliant algorithrs For encryption, has... Disabled

System objects: Default owner For objects created by members of the A..,  Object creator

wskem objects: Require case insensitivity For non-Windows subsystems Enabled

< > Systern objects: Strengthen default permissions of internal system objec...  Enabled v

Opens property sheet Far the current selection.

10. Select ‘Enabled’ and click ‘OK’.

-

Metwork access: Let Everyone permissions apply to a... E]

Local Secunty Setting

Metwork, access: Let Evenone permizsions apply to anohymous
UzErs

{®) Enabled
i Digabled

k. Cancel




11. Browse to ‘Network access: Sharing and security model for local
accounts’. Right-click on it and select ‘Properties’.

|@ Local Security Settings

File  Action Wiew

Help

@ Security Settings

‘ Security Setting

+-J8 Account Palicies

=8 Local Policies
w8 Audit Palicy
#-[[8 User Rights Assignmen

@ Security Options

+-(_] Public Key Policies

+- (] Software Restriction Policie

+ g IP Security Policies on Loca

Interactive logon:
Interactive lngan:
@Interactive lngan:
Interactive logon:
i : Require smart card

: Smart card removal behavior

Microsoft netwark client: Digitally sign communications (ahaays)
Microsoft network client: Digitally sign communications (if server agrees)

Message title For users attempting to log on
Mumber of previous logons to cache (in case domain c...
Prompt user ko change password before expiration

Mlcrosoft netwark server: amaunt of idle time required befare suspendin,..
Microsoft network server: Digitally sign communications (always)

Microsoft network server: Digitally sign communications (iF client agrees)
Microsoft netwark server: Disconnect clients when logon hours expire
Metwork sccess: Allow anonymous SID/Mame translation

Network access:
Network access:
Metwork access:
Network access:
Network access:

Network access:

Do not allaw anonymous enumeration of SAM accounts
Do not allow anonymous enumeration of SA4M accounts ...

Do not allow storage of credentials or NET Passports ..,
Let Everyone permissions apply ko anonymous users
Mamed Pipes that can be accessed anonymausly
Remotely accessible registry paths

Ei Metwork access: Shares that can be accessed anonymously

Metwork access: Sharing and security madel for local accounts

Metwork security: Do not store LAN Manager hash value on next passwo,..
Network security: Force logofF when logon hours expire

Network security: LAN Manager authentication level

Metwork security:

LDAP client signing requirements

Network security: Minimum session security for MTLM 55P based (includin
Network security: Minimum session security for MTLM 35P based {includin. ..
Recovery console: Allow automatic administrative logon

Recovery console: Allow Floppy copy and access ta all drives and &l folders
Shutdown: Allowe system to be shut down without having ko log on
hutdown: Clear virkual memary pagefile

System cryptography: Use FIPS compliant algorithms For encryption, has...
System objects: Default owner for objects created by members of the A,
wskem objects: Require case insensitivity For non-Windows subsystems

< > Systern objects: Strengthen defaulk permissions of internal system objec...

Reequire Domain Controller authentication to unlock wo, ..

Microsoft network client: Send unencrypted password to third-party SME...

Mot defined

10 logons

S days

Disabled

Mot defined

Mo Action

Disabled

Enabled

Disabled

15 minutes

Disabled

Disabled

Enabled

Disabled

Enabled

Disabled

Disabled

Enabled

COMMAP, COMNODE, SQLVWQUERY, SPOOLSS, LLSRPC, browser
SystemiCurrentontrolSet| ControlProductOptions, SystemtCurr .
COMCFG,DFSE

Classic - local users authenticate as themselves Properties
Disabled

Disabled Help
Send LM & NTLM responses

Megotiate signing

Mo minimum

Mo minimum

Disabled

Disabled

Enabled

Disabled

Disabled

Object creator

Enabled

Enabled

Opens property sheet Far the current selection.

12. Select ‘Classic — local users authenticate as themselves’ and click OK.

-

Metwork access: Sharing and security model for local...

Local Security Setting

Clazzic - local uzers authenticate as themselves

Metwork, access: Sharing and security model for local accounts

Cancel




Your DCOM is now setup to accept all incoming connections.

NOTE: DCOM has limitations for connectivity when
operating on separate domains/workgroups. These steps may
work but, depending on individual networks, additional settings
and components may be required. Please contact OPC Support
for additional information.

Phone: (780) 945-4011
E-Mail: OPC.Support@Matrikon.com



