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Agenda

- Problem

- Early solutions
= Not working
= And why

= Solution (working)
= Ins & outs
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Problem

= Customer...

- Started ~2000
- (yes thatis 19 years ago)
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NETWORK ACCESS SHOULD
BE RESTRICTED!




Early solution (1)

. NET USE (CL)

- NET USE drive "Computer\Share\volume" /USER:[Domain]\user password
/IPRESISTENT:no

- NET USE Q “server\app\" /USER:Operator OperatorPW /PRESISTENT:no

- NET USE when needed
- mpr.dll \ WNetCancelConnectionA
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Early solution (1) not working

- Map exists until deleted
- Access during that time
- Access after crash

- Windows only allows 1 mapping to a share...
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Early solution (2)

- Start application as another user

. CPAU (CL)
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Early solution (2) not working

- Entire application gets rights
- Stopped working with Windows 7
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Early solution (3)

- Start application as another user

- RunAsSPC (CL) (Not free)
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Early solution (3) not working

- Entire application gets rights

- Behaviour changed in Windows 10
- Local user loses rights
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Solution?

- Google \ MSDN \ DLLs
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Solution

- Google \ MSDN \ DLLs
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- SetThreadToken (MSDN)

- The SetThreadToken function assigns an impersonation token to a thread.
- The function can also cause a thread to stop using an impersonation token.

- BOOL SetThreadToken( PHANDLE Thread, HANDLE Token );
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- LogonUser (MSDN)

- The LogonUser function attempts to log a user on to the local computer.
- The local computer is the computer from which LogonUser was called.
- You cannot use LogonUser to log on to a remote computer.
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- SetThreadToken

- GetCurrentThread

- GetCurrentThreadld
- OpenThread

= LogonUserA

- (GetLastError)

- DuplicateToken

- CloseHandle
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First draft (don’t program like this)



n "+ Windowsldentity

Ll =% Windowsldentity }

GetCurrent

Mame

k

Mame
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[(Diszbled ~b]

[ Disabled -]

|

public sealed class SafeTokenHandle :

afeHandleZeroOrMinusOnelsinvalid

private SafeTokenHandle()
: baseltrue)

{

}

[Dlllmport{" kernel32.dII"])

[ReliabilityContract(Consistency. WillNotCorruptState, Cer.Success)]
[SuppressUnmanaged CodeSecurity]
[return: MarshalAs(UnmanagedType.Bool)]

private static extern bool CloseHandle(IntPtr handle);
protected override bool ReleaseHandle()

{
return CloseHandle(handle);

i
1

using (WindowslmpersonationCentext imper

using (Windowsldentity newld = new Windowsldentity(safeTokenHandle.DangerousGetHandle())
}

{

LogonUser{userName, domainMame, ConsoleReadLine(),

LOGON32_LOGON_INTERACTIVE, LOGON32_PROVIDER_DEFAULT,
out safeTokenHandle);

/] Check the identity.
Console.WriteLine(" After impersonation: "
+ Windowsldentity.GetCurrent().Name);

LOGON32_ LOGON
INTERACTIVE= 2.

natedUser = newld.Imper

nate())

NETWORK = 3.

BATCH= 4. SERVICE = 5. UNLOCK = 7.
NETWORK_CLEARTEXT = 8. NEW_CREDENTIALS = 9. Const LOGON32_PROVIDER_DEFAULT As Long = 0
Const LOGON32_PROVIDER_WINNTSD As Long = 3
Const LOGON32_PROVIDER_WINNT4) AsLong = 2
Const LOGON32_PROVIDER_WINNT35 AsLong = 1

gonUserd
"

}

[Flags]
public enum  ThreadAccess: int

TERMINATE = (0x0001)
SUSPEND_RESUME = (0x0002) ,
GET CONTEXT = (0x0008) ,
SETCONTEXT = (x0010) ,
SET_INFORMATION = (0x0020) |,
QUERY_INFORMATION = (0x0040) ,
SET_THREAD_TOKEN = (0x0080) ,
IMPERSONATE = (0x0100) ,
DIRECT_IMPERSONATION = (0x0200)

GetCurrentThread
errar out
SetThreadToken ) #é/ SetThraadTukEn| CloseHandle
success3 B Windowsldentity 5[5 = Windowsldentity Bl Nasmad N H] HB',;;
= n 11t 1
0 B e GetCurrent H Name b E:g =
Getlastbrror DuplicateToken] [CloseHandle
nilfha suCcess
it

ZZ[s
Talin
szlsz

DONOO0O000N0 0000000000000 00000

[5 =+ Windowsldentity BL.[% =t Windows|dentity & name

CloseHandle
o B 0

First draft (dbn’t program like this) & ===

s | refintPts hNewToken];

error 1326 (Logon failure:

or bad p )|

GetCurrent

-H Name

HeFibe]

[13]

DO00000000N0 000000000000 000000
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PC-Wiebe\Operator
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My account (admin)
Operator

Programmer
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Perrnissions for Programmer Only
Securty
Object name:  E:\Experments‘dotMET . MET Impersonate.Progra

Group Qr User names:

BB Authenticated Users "
SR SYSTEM

& Wiebe (PC-Wiebe'\Wiebe)

Operator (PC-Wiebe*Operator)

a Programmer (PC-Wiebe \Programmer) W

< >
Add... Remove
Permissions for Operator Allow Deny

Full cortral ] 2

Modify ]

Read & execute O

List folder contents ]

Read ] o

Cancel Aoply

Perrnissions for Programmer Only
Security
Object name:  E\Experments‘dotMET.MET Impersonate*FProgra

GI’OIJI] ar user names:

SR fthenticated Users A
HESYSTEM
& Wiebe {PC-Wiebe'Wiebe)
a Operator (PC-Wiebe\Dperatar)
Programmer (PC-Wiebe \Programmer)
£ >
Add... Remove
Permissions for Programmer Allow Derny
Full contral g =
Modify L]
Read & execute ]
List folder contents ]
Read L] W

Cancel Aoply
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https://www.youtube.com/watch?v=I097qRDWBWk

Ins & outs

- SetThreadToken '

- The SetThreadToken function assigns an impersonation token to a thread.
- The function can also cause a thread to stop using an impersonation token.

- Makes sense in C\C++ f

= Not so much in LabVIEW

- But we can still use it!
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El VI Properties

Category Execution v
w . Pricri
user interface rority
Fe Anrraal mrinrits o
( FtEI M d d rd Preferred Execution System
standard o

instrument 1o

( [ Enable automatic error handling

data EchISItlﬂln [ ] Run when opened

ﬂ'th Er 1 [ ] Suspend when called
[] Clear indicators when called
ﬂth er ":—l [+] Auto handle menus at launch

J same as caller

] 4 Cancel

Help




Preferred Execution System

came as caller

File Edit View Project Operate Toels Window Help

S |

* | Impersonate.lvclass:GetCurrentThread (Same As Caller).vi ... — ] i

imperrn®

=k

% @2 wg g* .+ | 15pt Application Font  « ‘@l‘iﬂ:m"

Impersonate in

errcr in (no error) |LE=c k==

a O GetCurrentThreadId ,,

=== B m o

thread

—— FIGN |

Impersonate.lvpro)/My Computer <

~
lmpersonate out
error out
thread id

o




Preferred Execution System
other 1

* | Impersonate.lvclass:GetCurrent Thread (Other 1) ... — ] >
File Edit View Project Operate Teools Window Help Tp—
or o [:] 1l ‘-‘.3?':' F2 o i@t o | 15pt Application -.J\_ @|iﬂ?§£’é"
o

Imperscnate in (0B Heoes mpc-rm$|r'r1per5|:|nate out
error in (no error) @m iﬁ:ﬁ m“:T[ﬁLl:‘rEWEPdDIL

W

Impersonate.lvpro)/My Computer < >




mEerrnd e :
et GetCurrentThread (Data Acquisition).vi Thread T 00—
SUrrenk

thread |r'|"IFIEr5C|FIEtEIFI |: _ HEFEH — - i-i-i-i-:- :_ ||mPE[5D[

prmwmen]| bhread prssesmeseees

= » EIIDI out
qu-k q
currenk
thread

meerredl GetCurrentThread (Instrument 10).vi error in (no error) (=%~

PIEY | thread id

meerrndl GetCurrentThread (Other 1).vi

qek
ZSUrrenk
Ehread

meerrd GetCurrent Thread (Other 2).vi

qek
urrenk
thread

impcrrnd

meeredl GetCurrentThread (Same As Caller).vi

- qek
urrenk et
thread Ehread

meernd GetCurrentThread (Standard).vi

qik

Hhroad F* user interface =/

meernd GetCurrentThread (User Interface).vi

-
qek e —
ZSUrrenk

Ehread
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P False 't

Impersonate in |06 Hes

Failure,

DuplicateToken IGetCurrentTh

mperrnd mperrnd| mperrnd mperrnd
enerate = e rer ate wk | enerate
error in (no error) :IE il - a 0B LogonUserd | a R GetlastError ,, _plu a 0B DuplicateToken ;| errar = gurrens errar ben
sUCCEsS error SUCCESS ]
a 0B CloseHandle :
userNamellEi g USErnarme phToken prp— E
domainMame [(2b<k . E— domain impersonationLevel handle
password [ZE2k passward newToken

dwlLogonType
m dwlogonProvider

E_ phToken

LOGON3Z_LOGON
INTERACTIVE = 2NETWORK =3 BATCH =4
SERVICE = 5. UNLOCK =7 .

Thread [[ 1+ 3
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| False 't

= [FOE]|Impersonate out

=== | error out

. i
b 2
DuplicateToken GetCurrentThread OpenThread SetThreadToken
mperrnd mpcrrnd mpcrrnd mperrnd mperrnd
alicateToken 4, | Pl = ‘::‘:E;,':,‘ [ P " ﬂ]j,OpenThread 28 ] T:r“m a 0B SetThreadToken 4, L] P =
UCCESS - - i CloseHandle |, : SUCCESS
hToken = p— = <3FFH dwDesiredAccess pThread = Thread
onationLevel handle 0H binheritHandle new Token 0 newToken
= Token
i
o | -

~_Order becomes important!
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|| Error  »

N i

£ GetCurrentThread: {SetThreadToken |

mEerrnd Gpen-rhread imperrnd MEerrnd

Henorake Feneraks Henorake

B T o W errar a OB OpenThread ,, L] crror a OB SetThreadToken , L[ crrar
thread EUCCERE |
dwDesiredAccess pThread 3] Thread II
= blnhertHandle new Token [ new Token II
ThreadID




mEerrns

N

[WORKGROUP

nﬂéeratnr J‘ sart
n OperatorPW

1 0000000000000 000a0n

E:\Experiments',

113
=]

ik zame as caller -

L do..\Programmer
Only\test.txt
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Write to Text File

test [~ |4* error cut 4
ab st
ad

.nnnnnl:y.d’nnnnnnnn

LabVIEW: (Hex 0x8) File permission error. You do not

have the correct permissions for the file.
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Frr.p-a-rrr.’@

1 0000000000000 00a0

[WORKGROUP
i

L’

Mmperrns

Cperator shart
nDperatD rP”.."'."l'-J

L=
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Ex\Experiments),
Hﬂ_ll“same as caller ""'I It do..\Programmer
Only'\test. bt
i
urike error out
File eyt

Depending on exec.system of VI!

1 00000 OOoOoooo0oooann

MmEorrns

zlare




Write to Text File

-tegt %Lermr out
ab ¥ E
List Folder
error out
e o |
a B OpenFile ,,| success?
return type  —HEZ]
file
H141lo]H 'eReOpenBuff
<4000 uStyle
n [B OpenFile | success?
return type [ H3Z]
file
=141 |ﬁ| |pRe0penBuff
= 4000 uStyle
5 i Directory & error out
n T
GetFiles
' path
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> VI thread (same as caller)

> User interface thread

> User interface thread

> VI thread (same as caller)

> VI thread (same as caller)




Write to Text File
test %mem > VI thread (same as caller)
bea] then it's unclear?
not one of the standard threads

unless DLL (Other) is running in parallel

n [B OpenFile | success?
=umnee poz) > VI thread (same as caller)
file
IpRe0penBuff
uStyle

[llll
LE
=]

(=]
=]
(=]
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concerns

- More sophisticated VIs?

- Credentials need to be on Windows?

- Networking is slightly different?

- Is it safe (plaintext pw)?

- Passwords might rotate?

- LV Versions? Windows versions? NXG?
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Conclusion

= ‘It works’
- Not carefree
- No other options?
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Stay Connected During and After NIDays

Q0 ni.com/community
Bl facebook.com/Nationallnstruments
Ed twitter.com/niglobal

O \outube.com/nationalinstruments



