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▪ Problem

▪ Early solutions

▪ Not working

▪ And why

▪ Solution (working)

▪ Ins & outs



Problem

▪ Customer…

▪ Started ~2000
▪ (yes that is 19 years ago)





NETWORK ACCESS SHOULD 

BE RESTRICTED!



Early solution (1)

▪ NET USE (CL)

▪ NET USE drive "Computer\Share\volume" /USER:[Domain]\user password 

/PRESISTENT:no

▪ NET USE Q “server\app\" /USER:Operator OperatorPW /PRESISTENT:no

▪ NET USE when needed

▪ mpr.dll \ WNetCancelConnectionA



Early solution (1) not working

▪ Map exists until deleted

▪ Access during that time

▪ Access after crash

▪ Windows only allows 1 mapping to a share…



Early solution (2)

▪ Start application as another user

▪ CPAU (CL)



Early solution (2) not working

▪ Entire application gets rights

▪ Stopped working with Windows 7



Early solution (3)

▪ Start application as another user

▪ RunAsSPC (CL) (Not free)



Early solution (3) not working

▪ Entire application gets rights

▪ Behaviour changed in Windows 10

▪ Local user loses rights



Solution?

▪ Google \ MSDN \ DLLs



Solution

▪ Google \ MSDN \ DLLs





▪ SetThreadToken (MSDN)

▪ The SetThreadToken function assigns an impersonation token to a thread. 

▪ The function can also cause a thread to stop using an impersonation token.

▪ BOOL SetThreadToken( PHANDLE Thread, HANDLE Token );



▪ LogonUser (MSDN)

▪ The LogonUser function attempts to log a user on to the local computer. 

▪ The local computer is the computer from which LogonUser was called. 

▪ You cannot use LogonUser to log on to a remote computer. 



▪ SetThreadToken

▪ GetCurrentThread

▪ GetCurrentThreadId

▪ OpenThread

▪ LogonUserA

▪ (GetLastError)

▪ DuplicateToken

▪ CloseHandle



First draft (don’t program like this)





First draft (don’t program like this)





My account (admin)

Operator

Programmer





INS & OUTS
(AKA the gory details)

https://www.youtube.com/watch?v=I097qRDWBWk


Ins & outs

▪ SetThreadToken

▪ The SetThreadToken function assigns an impersonation token to a thread. 

▪ The function can also cause a thread to stop using an impersonation token.

▪ Makes sense in C\C++

▪ Not so much in LabVIEW

▪ But we can still use it!













Order becomes important!

One more way to control thread









> User interface thread

> VI thread (same as caller)

> VI thread (same as caller)

> User interface thread

> VI thread (same as caller)



-> VI thread (same as caller)

then it's unclear?

not one of the standard threads

> VI thread (same as caller)

unless DLL (Other) is running in parallel



Concerns

▪ More sophisticated VIs?

▪ Credentials need to be on Windows?

▪ Networking is slightly different?

▪ Is it safe (plaintext pw)?

▪ Passwords might rotate?

▪ LV Versions? Windows versions? NXG?



Conclusion

▪ ‘It works’

▪ Not carefree

▪ No other options?




